Configuring SSL for CE Console

By default, the Cloud Edition Console served over HTTP through an Elastic Load Balancer. It is possible to configure the ELB to provide the access over
SSL as well. This will cover the basic steps involved. For more detailed instructions see the AWS documentation for configuring a load balancer with an HT
TPS Listener.

Step 1

Create a domain for the ELB. You will need a domain name for your server certificate. To do this, you'll need to create (or request) a CNAME record
pointing to the domain of the ELB created in the CE stack. The ELB domain can be found in the ELB console, in the Description tab:

AWS v  Services v Iy EC2 ./ CloudFormation DynamoDI ~  N.\Virginia v Support v

EC2 Dashboard Create Load Balancer Q.1 LEIRd o8 e

Events 4

Tags Filter: O, )4 1to1of1

Reports

Limits @ Name v DNS name v State ~| VPCID + | Availability Zon
=] INSTANCES @  lustre-ba-ElasticL-1CDPZGH...  lustre-ba-ElasticL-1CDPZGH... vpc-Obb2bc69 us-east-1a

Instances

Spot Requests Load balancer: | lustre-ba-ElasticL-1CDPZGHPIPKL2 [_N =l =]

Reserved Instances

Scheduled Instances Description Instances Health Check Listeners Monitoring Tags

Dedicated Hosts . ) -
Basic Configuration

AMIs Name: lustre-ba-ElasticL-1CDPZGHPIPKL2 Creation time: September 7, 2016 at 11:32:47 AM UTC-7
Bundle Tasks * DNS name: lustre-ba-ElasticL-1CDPZGHPIPKL2- Hosted zone: Z358XDOTRQTXTK
460060496.us-east-1.elb.amazonaws.com : . X
= A Status: 1 of 1 instances in service
=l ELAS ! (A Record)
Volumes VPC: vpc-0bb2bc69
Scheme: internet-facing P
Snapshots
Availability Zones: subnet-ed216bab - us-east-1a
=] NETWORK & SEi

Security Groups
Y P Port Configuration

Elastic IPs
Placement Groups Port 80 (TCP) forwarding to 80 (TCP)
Key Pairs Configuration: @) Stickiness options not available for TCP protocols
Network Interfaces
- BALANCING Security
@ Feedback (@ English Privacy Policy ~ Terms of Use

Once the new domain is created, you can access the console using "http://<your domain>". It make take from several minutes to several hours for the new
domain records to propagate, so it is good idea to test this first before proceeding.

Step 2

Create the server certificate and key, using the domain created in Step 1 as the Common Name for the certificate.

For test purposes, this will create a self-signed (insecure) SSL certificate using OpenSSL:

openssl req -x509 -newkey rsa: 4096 -keyout key.pem -out cert.pem -days 1001 -nodes -subj "/CN=consol e. exanpl e.
com


https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-create-https-ssl-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-create-https-ssl-load-balancer.html

This method is only suggested of test purposes and this certificate should not be used for production.

Step 3

Finally, you can add an HTTPS listener to the Lustre ELB using the new certificate and key. Go to the ELB
Console and select the Lustre ELB, and then select the Listeners tab.
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Click on the Edit button in the Listeners tab. In the popup window, add a new Listener and choose HTTPS in
the Load Balancer Protocol field.



Edit listeners

The following listeners are currently configured for this load balancer:
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Click the "Change" link in the SSL Certificate column to open the edits window for adding a certificate. Choose "Upload a new SSL certificate..." option,
and fill in the Certificate name field with your name for this new certificate. Then copy and past the PEM encoded private key and certificate into the
appropriate fields. The Certificate Chain is optional and may be provide by a certificate signer when you have a secure certificate created.



Select Certificate

An SSL Certificate allows you to configure the HTTPS/SSL listeners of your load balancer. You may select an existing SSL
certificate or create a new one below. Learn more about setting up HTTPS load balancers and certificate management.
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Finally click save and then click save in the edit window. Once the HTTPS listener has been created successfully, you will be able to use "https://<your
domain>" to access the CE console.
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